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NuadopmanpmonHast apa

TexHOAOIrMYIECKasi peBOAIOLVIsI IPVBeAa K HOSIBAeHIIO
TepMMHa "MH$pOpMaIMMOHHAas 9pa’” M3-3a TOTO, 9YTO
MH@OpPMaIMIOHHbIE CYICTeMBI CTaAy 9acTbIO Hallel
>KVI3HU U1 I3MEHNAV ee KOPpeHHBIM O0Opa3oM.
Vindpopmanmonnas Dpa TakxKe M3MeHMaa Criocoo
BeJeHNs 0OeBBbIX AeVICTBUN, OOecreunB KOMaHAVIPOB
Oecrpenie4eHTHBIM KOANYIeCTBOM U Ka4eCTBOM
napopMaim. Temepb KOMaHAVIP MOXKeT Ha0AI04aTh 3a
X0A0M BeAeHUsI 0OeBBIX AeViCTBUV, aHAAM3MPOBaTh
COOBITHA U1 AOBOAUTD MH(OpMaIIIO.

Caeayet pa3samdaTh BOVIHY MH(OPMaIIMIOHHOM 9PbI
u nHpOpMaMOHHYIO BOVHYy. Borina
HQOPMAaIIMIOHHOM 9PbI ICIIOAb3YyeT
HQPOPMAaIMIOHHYIO TeXHOAOIMIO KaK CPeACTBO A4
yCIEIHOTIO IIpOoBeeHNs 00eBbIx onepanuii. Harmporns,
nH$OpMaIIOHHAasI BOVIHA pacCMaTpuBaeT
HQPOPMaIMIO KaK OTAeAbHBIVI OObeKT 1AV
IIOTeHIaabHOe OPYyKMe M KaK BBITOAHYIO 11eab.
Texnoaorny nMHGOPMaAIIMOHHOM 5PbI CAeaaan
BO3MO>KHOV TEOPETUYIECKYIO BO3MOXHOCTh — IPsIMOe
MaHUILy AMpOBaHNe NH@OpMaIen IpOTUBHNKA.




NuadopmanpmonHast apa

B KxakoM AMKOBMHHOM yIIpomeHV 1 (paabIy XXUBeT JeA0BeK!
HeB03MOXHO BAOCTaab HaAMBUTBCS, €CAU KOTAa-HIOy Ab
OTKPOIOTCs IAa3a, Ha 9TO 9y A0! KaK/M CBeTABIM, 1 CBOOOAHBIM 1
AETKVIM, ¥ IIPOCTHIM CAeAaayl Mbl BCe BOKPYT ce0s1! - Kak cymean
MBI AaTh CBOVIM 4yBCTBaM CBOOOAHBIV A4OCTYII KO BCeMy
IMIOBEPXHOCTHOMY, CBO€MY MBIIILAeHNIO - 00KeCTBeHHYIO CTPacThb
K pe3BBIM CKa4yKaM I A0KHbBIM 3aKkar04eHusm! - Kak yxurpmnanco
MBI C CAaMOIO Hadala COXpaHUTb CBOe HeBeJeHIe, YTOObI
HacAaXXAaTbCsl eABa MOCTVIKMMOM CBOOO 011, HeCOMHEHHOCTBIO,
HeOCTOPOXXHOCThIO, HEYCTPAaIlMIMOCTbhIO, BeCeA0CThIO JXVU3HM, -
9TOOBI HaCAaXXAaThCs KM3HBIO!

DOpuapux Huire

/1100011 KOHPAMKT MeXAYy AI0AbMI B IIEPBYIO O4Yepeab
vHopManmoHHbI. IHdopMaInisa HeoOOXoAMMa AIOASIM AAST
OPUHATHS AI00bIX pemennii. OHa He TOAbKO II03BOAsIE€T
CcOBepHIaTh ONITMMAaAbHBIE AeVICTBYA B KOH(AMKTe, HO 1
yIpasasieT CaMOJ IleAeHallpaBAeHHOM AesTeAbHOCTBIO,
CMBICAOM CyIleCTBOBaHMs U rOeam cucteM. Vinpopmanys —
HeO0OXOAVIMBIN pecypC 4eATeabHOCTU 9ea0BeKa,
OTAeAsAIONNI erO0 OT OCTaaAbHOIrO Mypa. Beigeanrts ero xkak
crnermpuIecKnii «pecypc» HarlajdeHWsI M 3aIiMThI IbITaAVICh
AaBHO, HO TOABKO CPaBHUTEAbHO HeJaBHO Hadaan
HOSIBAATBCS TeOPUM, KOTOpbIe MOTYT OBITb OAOXK€EHBI B
OCHOBY MeTOA0A0TUM (TeXHOAOINi1?) Be AeHMsI
yHG(pOPMaLVIOHHBIX BOVIH.




KakoBbI BOeHHbBIe
nH@GOpMaLIMOHHBIEe (PYHKIN?

Kauecmeo unpopmayuu - iokasareab TpPygHOCTU
BeaeHMsI BOMHBI. UeM 002ee KaueCTBEeHHOI
nHPOpMalen BaageeT KOMaHAVIP, TeM OOAbIIVie
Hero IpeuMylIecTBa 110 CpaBHEeHMIO C €eTO BparoM.

Tak B BBC CIIIA anaan3 pe3yabTaTOB pa3BeAKN U
IIPOTHO3a IIOTOAbI ABASIETCSI OCHOBOM AA51
pa3spabOTKM ITO0AeTHOrO 3asanus. TouHast
HaBuUranys ypeanmdansaeT 9¢pPpeKTNBHOCTb
BBIIIOAHEeHNs 3a4aHns1. Bce BMecTe OHM ABASIOTCA
BlMIAaMV BO€HHBIX MH(pOPMaIMOHHBIX ()pYyHKIIVIIA,
KOTOpBIe YBeAn4InBaloT 2P PeKTUBHOCTb OOEBbIX
oIrepariuii.
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ITosTOMY Aagum oripegeaeHne 60eHHbIM
UHPOPMAUUOHHBIM PYHKUUAM - DTO AIOObIE
mHOpManOHHbIe PYHKIIMM, OOecIiednBaomye
AN yAy4dIIalolnye pelleHne BOViCKaMM CBOMIX
OOeBBIX 3aga4.




NuadopmarimonHas BoMHa: orpejeaeHye

Ha xoHnlennTryaabHOM ypOBHE MOXKHO CKa3aThb, 9YTO
rocyAapcTBa CTpeMsTCsI HpnoopecTy mHpOpMaLINN,
oOecIieunBalONIyIO BbIIIOAHEHNe VX [jeael,
BOCIIOAb30BaTbCA eI M 3allIUTUTD ee. DTN
VICIIOAb30BaHMe 1 3alyiTa MOTYT OCYIIeCTBASITbCSI B
PKOHOMMIYECKOM, MOANTNYIECKON ¥ BOEHHOM cdepax.
3HaHmne 00 nH$pOpMaI, KOTOPOI BAajeeT
HPOTUBHIUK, SIBASIETCSI CPeACTBOM, II03BOASIIOINM
YCHANTD HaIlly MOIIb 1 IIOHM3NUTHh MOIIb Bpara uan
HOPOTUBOCTOSATD €1, a TaK>XKe 3aliVITUTh Hallly
LeHHOCTY, BKAIO4Yasl Hally MH@OpMaIio.

VIndpopmanmonHoe opy ke BO3AeVCTByeT Ha
mHOpMaIIO, KOTOPOI BaajeeT Bpar U ero
nHpopMarmoHHble GyHKIm. IIpy sToM Hamm
nHOpMaIMOHHbIe (PYHKIINN 3alIUIIAaI0TCs, YTO
I103BOAsIeT YMEHbIINTDH €ro BOAIO 1AM BO3MOXKHOCTH
. v BeCcTV OOpbOYy.
A ———— Aaaum onipeaeaenue MHPGOPMaALIMOHHONM BOVIHE - 9TO
e a1000e AeViCcTBe I10 MICII0Ab30BaHMIO, pa3pyIieHNnIO,
VICKa>KeHWIO BpaskecKoy MH@popManyn 1 ee (pyHKIINII;
3aIuTe Hamen nH@gopMaIy IpOTUB I10A00HbBIX
AeVICTBUII; ¥ ¥ICIIOAb30BaHMIO HAIMX COOCTBEHHbBIX
BOEHHDBIX MHPOPMaVIOHHBIX (YHKIIVIA.




NuadopmarimonHas BoMHa: orpejeaeHye

VngopmanimonHas BOViHa - 9TO AI00asi aTaka
IpOTUB MHGPOPMaLIMIOHHOM QYHKIINMN, He3aBMCHMO
OT IIpMMeHsieMbIX cpeAcTB. bomGapauposka cerern -
onepanmst MHGOPMaLIMIOHHON BOVHBI. To Xe camoe
MO>KHO CKa3aTh M IIPO BBIBOA U3 CTPOsI
IIPOrpaMMHOrO Oo0ecrie4eHus KOMIIbIOTEpPOB.

VIndopmanmoHHas BOJHA - 9TO A1000€e AeliCTBue
I1IO 3aIMITe HAaIlIMX COOCTBeHHbBIX
H@POPMaMOHHBIX (PYHKINI, He3aBMICHMO OT
IIpVIMEeHsIeMBIX CPeACTB. YKpeIliaeHue 1 00OOpOHa
ceTel IIPpOTUB OOMOapAMPOBOK - TOXKe YacTh
yH(POpPMaMOHHO BOMHLBL. TO Xe caMoe MOXHO
CKa3aTb M IIPO aHTUBMPYCHYIO IIpOTpaMMy,
KOTOpas 3aliynaiaeT ceTeBoe IIporpaMMHOe
oOecrieueHme.

NndpopmarmoHHasi BOJHa - TOAbKO CPeACTBO, a He
KOHeYHas I1eAb, aHaAOTMTIHO TOMY KakK
OoMOapaVpOBKa - CpeACTBO, a He I1eab.
Vn$popmManmoHHyIO BOVIHY MOKHO MCIIOAb30BaTh
KaK CpeACTBO A4sI IPOBeAeHNsI CTpaTernmiecKon

aTaK/M AN HpOTI/IBOAGf/ICTBI/Iﬂ.



IMHpopManiOHHO-TICUXOAO0TYeCKasl BOJHa

Vnadopmarmonnas sorHa (aHra. Information war) —
TepMIH, UMEIONIINI ABa 3HadYeHNs: Bo3aericTBue Ha
IrpaXkAdaHCKOe HaceaeHNe 1 (1a1) BOEHHOCAYXXaIyX APYyroro
rocygapcCrsa IyTéM pacIpOCcTpaHeHMsI OIpeaeaéHHOM
nHpopmanym. Tepmun «mHpOpMaLIMOHHO-
ICYXOAOTIMYecKas BOViHa» Obla 3aVIMCTBOBAH B PYCCKMIA SI3BIK
) VY n3 caoBaps BoeHHbIX Kpyros CIIIA.
r e © ITepeBoa aTOro TepmmHa («information and psychological
Lamteos warfare») c aHTAMIICKOTO sI3bIKa MOXKET 3By4aThb M KaK

i 3 «HQPOPMaIIMIOHHOE NPOTUBOOOPCTBO», M KaK

- «vtH¢pOpMalIMOHHas, IICUX0AOTM4ecKasi BOMHa», B
3aBMCMMOCTH OT KOHTEeKCTa KOHKPeTHOro 0puIiiaabHOIo
AOKYMeHTa 1AM Hay4dHoM nyoankanumn (Maxoiiao A.B.).

”
Co—d)

B 9TOM cMBIC2€ TakXXe MCII0Ab3yeTCs TEPMIUH
ICUXO0AOTIYecKasl BOViHa — IICUXOAOIM4ecKoe BO3AeViCTBIe
Ha IrpaXkAaHCKoOe HaceaeHNe ¥ (1ay1) BOEHHOCAY>XaIyxX
APYTOTO rOCyAapcCTBa C 11e4bI0 AOCTVKEHNS IIOANTIIeCKIX
VAU 9MCTO BOeHHBIX Ieaell. [leaenarpaBaeHHbIe AeViCTBUSI,
I/IH (I) OPM A I/I OHH A H BOI;IH A NpeANpUHATBIE AAs AOCTVKeHNs MHPOPMaIIOHHOTO
L[ IIpeBOCX0ACTBA IyTéM HaHeceHMs ylepOa nHPpopMaImny,

BCe PaHeHs B roMoBy. MH(OPMaIIMIOHHBIM IIpOIleccaM I I/IH(l)OpMaEII/IOHHI)IM

cucTeMaM IIPOTVMBHNKA IIPU OAHOBPEMEHHOI 3aIuTe

coOCTBeHHO MH$pOpMaL, MHPOPMaIIMOHHBIX IIPOLIeCCOB
¥ MTHPOPMAaIIMOHHBIX CUCTEM.




NuadopmarimonHas BoMHa: orpejeaeHye

BoenHble Bceraa npiTaaich BO3AeViCTBOBaTh Ha MH@OpMaLio,
TpeOyomyIocs Bpary 4ast 9¢p¢peKTUBHOIO YIIpaBAeHMsI CBOMMM CAaMIL.
OOBIYHO 9TO A4€2a40Ch C IOMOIIBLIO MAaHEBPOB U OTBAEKaIOINX AeVICTBUIL
Tax Kak 9T cTpaTernm Bo3AeicTBOBaAM Ha MH(pOPMaIINIO, II0AydaeMyIO
BparoM, KOCBEHHO IyTeM BOCIIPUATHsI, OHM aTaKOBaay MHGpOpMaIuIio Bpara
KOCBeHHO. To ecThb, 4451 TOrO 9YTOOBI XUTPOCTH Oblaa 9¢PeKTUBHON, Bpar
AOZAXeH Obla caeAaTh TPU BeIu:

* Ha0a104aTh OOMAaHHBIE 4eVICTBUSI

* mocynTaTbh OOMaH NPaBAON

* AeMCTBOBATh IIOCAe OOMaHa B COOTBETCTBUU C IeASIMU
00OMaHBIBAIOIIIErO.

TeM He MeHee, COBpeMeHHbIe CpeACTBa BbIINOAHEeHNsI MH(OPMALVIOHHBIX
$yHKOWI caeaaat MTHPOPMaIIMIO YsI3BUMOM K IIPSIMOMY AOCTYILY U
MaHuITy Asanym ¢ Hevl. CoBpeMeHHbIe TeXHOAOIUN MO3BOASTIOT IPOTUBHUKY
VI3MEHWTD MAM CO34aTh MH$pOpMannio 0e3 NpeABapUTeAbHOTO NOAYYeHsI
¢$aKTOB M MIX MHTepHOpeTaLin.

BoTt kpaTKkmi1 civcOK XxapakKTepUCTHK COBpeMeHHBIX MH()OPMaIMIOHHbBIX
CVICTeM, IIPMBOASIINM K IIOABAEHNIO IIOAOOHOM ys3BVMOCT:
KOHIIeHTPVPOBaHHOe XpaHeHNe MH$pOpManny, CKOPOCTb A4OCTYIIa,
noBceMecTHas repegada nHGoOpManym, u 00ablye BO3MOKHOCTH
MHQOPMALIVIOHHDBIX CHCTEM BBIIIOAHATH CBOU (PYHKIN aBTOHOMHO.
MexaHM3MBbI 3aIIUTBI MOTYT YMEHBIINTD, HO He A0 HYAsI 9TY YS3BUMOCTD.




DAeMeHThl MH(MpOPMALIVIOHHO BOVIHBI

Yoor innscend tickims!
oF Nlsdiveir Tudivd .
oo (Monesih) o &
. 3

1) ncuxoaormdeckue oreparyn -ucroab3oBaHe MHGOpManm AAst BO3AeViCTBYsI Ha apTyMeHTalIo
coaaar Bpara.

2) 94€KTpOHHAasI BOJVIHA - He I1I03BOAsIeT Bpary rioay4imTb TOIHYIO ]'/IH(l)OpMaI_H/IIO
3) AGSI/IH(I)OPM&I_H/ISI - IIpeaoCTaBAsieT Bpary 40>XKHYIO I/IH(l)OpMaI_I]'/IIO O HallnX Crdax 1 HaMepeHMsIX

4) pmsmdeckoe paspynieHne - MOXKeT ObITh YacTbIO MH(OPMALIVIOHHOV BOVIHBI, €CAV IMeeT I1eAbIO
BO3AeMCTBYE Ha 91eMeHThbI MH(POPMaIMOHHbBIX CUCTEM.

5) MepbI 0€30I1aCHOCTMU - CTPEMSITCsI M30eXXaThb TOTO, UYTOOHI Bpar y3Haa O HalllYiX BO3MOKHOCTSIX U
HaMepeHUsIX.

6) npsiMble MH(pOPMALIMOHHBIE aTaKM - IIPAMOe MCKakeHne nHpopManum 6e3 BUAVIMOTO M3MeHeHIsI
CYIIHOCTY, B KOTOPOJ OHa HaXOAWUTCSI.



Buabl nadpopma

Kak paHee roBopmaocs, CylmecTByeT gBa CIIOCO0a NOBAMATH Ha
nH@oOpManoHHbIe GYHKINN Bpara - KOCBeHHO MAM HallpsIMYIO.
IIponaaiocTpupyem pasHuIly MeXAy HuMu Ha mpumepe. [lycrp
Halley 11eabI0 SIBAsIeTCSI 3aCTaBUTh Bpara AyMaTh, YTO aBMaIioaKk
HaXOAMTCSI TaM, TAe OH COBCeM He HaXOAWUTCsI, M AeJiICTBOBAaTh Ha
OCHOBaHMM 9TOV MH(pOPpMaIIN TaKM 00pa3oM, YTOOBI 9TO ObLA0
BBITOAHO HaM.

Kocsennas nagopMalnmoHHas aTaka: MCI0Ab3ysI MH)KeHepHbIe
CcpeAcTBa, MbI MO>KeM IIOCTPOUTDb MaKeThl CaMOAE€TOB U AOKHbIe
a®poApPOMHBIe COOPY KeHWsI, i MUMIUTUPOBAaTh AeATeAbHOCTD IO
pabote ¢ HuMy. MBI 110aaraemMcsi Ha TO, YTO IIPOTUBHMK OyAeT
Ha0A4104aTb A0XHBI a9POAPOM M CUUTATDh €r0 HaCTOSIIVIM.
ToabpKko TOrga sTa MHpOpPMaNs CTaHeT TO¥, KOTOPYIO A0AXKeH
VIMeTb IIPOTUBHVIK II0 HallleMy MHeHMIO.

prlMa}I I/IH(l)OpMaI_H/IOHHa}I aTaKa: eCA MbI CO3aaeM
I/IH(I)OpMa]'_H/IIO O 40KHOM aBMaIlO4Ke B XpaHunuamniie I/IH(I)OpMaI_H/II/I
Yy IIpOTUBHMKA, TO pe3yabTaT 6y4€T TOYHO Takom xe. Ho
cpeacTBa, 3a4eiCTBOBAHHbBIE 4451 IIOAYy49€HIsI 9TOro pe3yabTarta,
6yAYT pasnuTeabpHO OTANYIATbCsI.

ApyruM 1pyMepoM IpsIMON MHPOPMaLIMOHHONM aTaKi MOJKeT
OBITh M3MeHeHNe MH(pOpMaIyu BO BpaXkecKoyi Oaze gaHHBIX 00
VIMEIOIINXCs KOMMYHMKAIIVSIX B XO4€e OOeBBIX AeVicTBUii(BHeCeHVe
A0>XHOV MHPOPMAIIMN O TOM, UYTO MOCTBI pa3pylIeHbl) AAs
U304V OTAEeAbHBIX Bpa’keCKVX JacTel. DTOro e MOXHO
AOOUTBCsI OOMOApPAMPOBKON MOCTOB. VI B TOM, 11 B APyroM cay4dae
Bpa’kecKye aHaAUTUKY, IPMHUMAasI pelleHlie Ha OCHOBe
VMeIoIerics y Hux mHpopManuy, IpUMyT OAHO U TO Xe
pelieHe - IPOMU3BOANTD IIepeOPOCKY BOVICK Yepes Apyrue
KOMMYHMKaLIIN

MOHHDIX dTadK




OcHoBHBIe YepTbl MHPOPMALIMOHHDBIX BOVIH

MHCTPYMEHTDI: B na¢gopManiioHHO BOVIHe He 3a4eVICTBYIOTCS IICMXOaKTVBHBIE BellleCTBa,
IPsIMOM MIAHTAX M 3allyTMBaHMe (9TO XapaKTEePHO AAs TeppOopM3Ma), NOAKyI, pusmdeckoe
BO3AeVICTBYe M T. I1. XOTs1 YKa3aHHbIe BO3AeVICTBIsI MOTYT IIPVMMEHSITbCS ITapaAaeabHO C
1H(OPMALIMOHHON BOVIHOV, OHM He SIBASIIOTCSI 00s13aTeAbHbIM 91€MeHTOM.

OB BEKTDBI: O0beKkTOM s1BAsIeTCS KaK MacCOBOe CO3HaHMe, TaK M MHAVBMAYaabHOe.
NHaMBIAYaABHOTO BO3AEVICTBUS «yAOCTaMBAIOTCs» ANIIA, OT pellleHNsI KOTOPBIX 3aBUICUT
IIPUHATYIE PelleHN 10 MHTepeCyIOIIM IPOTUBOOOPCTBYIOIIYIO CTOPOHY BOIIpOCaM
(mpe3suaeHT, IpeMbep-MIUHUCTP, TaaBa MU/, aurnimipeacraBuTean, raaBbl BOMHCKNX
¢dopmMupoBaHuii 1 T. I1.).

METOADBI: M0O>XHO cKa3aTb, 4TO MeTOAbI MHPOPMALIMIOHHOV BOMHBI BO3JeVICTBYIOT Ha
MacCOBOe CO3HaHMe aHaAOTMYHO TOMY, KaK MeTOAbI IICMXOTepanmnn BO34eCTBYIOT Ha
CO3HaHVe VHAVIBUIAYaAbHOe.

AHTYPAK: InpopmanmmoHHOe BO34eVCTBYIe MOXKeT OCylIeCTBASThCA KakK Ha ¢poHe
H@OPMALIMOHHOrO IIIyMa, TaK ¥ B YCAOBUX MH(POPMALIMOHHOIO BaKyyMa.
CIIEHMPUKA: HaBsi3piBaHMe 4y>XABIX IleAel — 9TO TO, 9TO AedaeT MH(POPMaLIIOHHYIO
BOJVIHY BOVIHOVI I OTAMYaeT eé OT OOBIYHOM peKaaMbl.

CPEACTBA: CpeacTBamu BegeHus MHPOPMALIVIOHHOV BOMHBI SIBASIOTCSA AI0ObIe CpeACTBa
nepeaaun nupopmanyy — or CMMU 40 mo4THI 1 CILAeTeH.

CYIIHOCTDb: ndpopmarnimoHHOe BO3AeNCTBIE COAeP KUT MCKakeHne (pakKTOB 1AM
HaBsI3bIBaeT IIOABEPraloyMcs eMy SMOIIMIOHaAbHOe BOCIIPUsTIE, BBITOAHO®e
BO3AeVICTBYIOIIIeVl CTOpPOHE.



IndpopmanimonHast BOVIHA,
uiu IloxBaabHOe ca0BO /AXn
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IndpopmanimonHast BOVIHA,
uiu IloxBaabHOe ca0BO /AXn
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ndpopmanimonHas BOViHa,
uru 1loxsaabHoe ca0BO /Ixu

VCTOPpVISL IMEET CBOVICTBA CIIvipaiiin.

Yxpawuna 10 YKpauHa Bo Bpemsi Yxpauna nocie

Coserckon CoBeTcKOVI OKKyTIaLuu.
OKKyTIalum. OKKYTIAITVH.
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IndpopmanimonHast BOVIHA,
uiu IloxBaabHOe ca0BO /AXn
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ndpopmanimonHas BOViHa,
uAu IloxsaabHOe ca20BO /:Xn

RUSSIA WANTS WAR

100K how close they pui their country (o our mllllary DaSES




ndpopmanimonHas BOViHa,
uAu IloxsaabHOe ca20BO /:Xn

Ha MHPHBIX KUCBJISIH HAITAJIO 30dHHE

IMOCOJIbCTBA POCCI/H/L
Mbl TpeGyeM OCTaHOBUTL arpeccuio

VYKPAVHA ITPUCOETMHNUJIACH
K EBPOIMENCKOMY COO3Y

V. 1
. pAfghanistan

TERRORISM

TrAINED BY THE CIA, FUNDED BY THE AMERICAN TAXFPAYER

N

4

Pycckue nponoBeayioT BepXoBeH-
CTBO rocydapcTea, MpoBosrnawanT
ero BCeBnacTMe Haf oTOeNbHbIM Ye-
NOBEKOM W NpefcKasbiBalT, YTO OHO
B uTOore OydeT rocnoAcTBoBaTe Han
BcemMu Hapogamu 3emnu. OHU — ecTb
WMIMEPWA 3I1A B cOBpeMeHHOM MMu-
pe. MNoaToMy 5 nNpusbiBak Bac, He
UrHopupoBaTk UCTOpUYecKue dhaKTbl
M arpeccuBHble MOBYXAEHUA LeHTpa

3na, He ocTaHaBNWBaTb FOHKY BOOPYXEHWIi M3-3a cBoero He-
NOHUMAHUA - MeXAY NPaBuUNbHLIM U NOXHBIM, MeXay Aobpom
M 3noMm. Mkl MMeeM fAenc ¢ AYXOBHbIM KPU3MCOM, uenoro
Hapofla — 3TO WCMbITaHWE MOpPanbHOW BONU 1 Bepbl. 51 Beplo,
YTO PYCCKUI KOMMYHU3M — oO4epeflHOW nevanbHbIii U CTPaH-
HbIA pasgen WCTOPUM YenoBeuecTBa, NOCMEQHAA cTpaHuua
KOTOPOro NUIWETCA ceilvac. Cnasa Hawe# cTpaHbl saknoYaeT-
cA B cnocobHocTi nobexpate 3M0. Mbl He AOMXHbI OTCTYnaThk!
8 mapma 1983 20da, Opnarndo, wmam ®nopuda

Mr. Reagan, Come Back! The Evil Empire has been reborn! 1
{Mucmep Peiizan, sepHumecs! imnepus 3na eospodunace!!l}




EBpomarnigaH 1 YKpaHCKUI
Kpusuc 2014: Boiiaa B apupe

IIpoykpamurckas ctopoHa ucroab3oBaaa B CMMU «aeKcMKy HeHaBUCTID» — «KOAOPaAbD», «<BATHVUKW», «TUTYIIKI»,
«TepPOPUCTB» — AAsl OUepHEHNsI CBOMX IIPOPOCCUMIICKMX ONIOHeHTOB. Poccust mapmpoBasa akiieHTOM Ha OaHAEPOBCKOM
CYIMBOAVIKE eBpOMaligaHOBIEB M «HAIIMICTCKOM CyTI» HOBOM Baactu B KueBe, a Tak>Xe Ha 0aurapXmieckOM XapakTepe HOBOM
BAacT. B oTHOIIEeHNN CTOPOHHIMKOB MavigaHa, He3aBMCUMO OT VIX STHIUYEeCKOM IIPUHAAAA€KHOCTH, CTaaV YIIOTPeOAThC s
CAO0Ba «YKpPbI», «<YKPOIIbD», «<MaljayHbl», «kKapaTean» U Apyrue.

BTopsiM MOMeHTOM MHGPOPMALIIOHHOV BOVHBI CTaau «(eViKn» MAU A0KHbIe 3asBAeHNsI (<yTKI», <BOPOCHI») O
OPpUYIACTHOCTY ONIIOHEHTOB K TOMY VAV MHOMY MHIIMAEHTY. SIpkuM ¢elikoM cunTaeTcs 3asaBaeHne ykpanmackux CMI o
OPpUYACTHOCTM CerapaTUCTOB K pakeTHOMY 00cTpeay /lyrancka 2 mions 2014 roga. boaee panauM nnpuMepoM devika
cumnTaeTcs MHPOpMaIus O CHaliliepax, KOTOpble pacCTpeanBaay IIPOTeCTYIOMMX sIKOOBI IO ITpuKa3sy SIHykosmya.
Otanunem ¢erika oT BOpOca siBAsieTCsl Haan4dlie BU3yaabHOIO MaTepuaaa B Buge pororpapuu May BUA€OpOANKa, CHATOTO
O ApyromMy moBoay.

Taxxe ykpanuckne CMMU nioguepkmsaan mmud 00 ycrexax yKpamHCKOV apMuy 1 0e30TOBOPOYHON NOAAep>KKe HOBBIX
BAacTel Ha BOCTOKe YKpalHBbI.

Yxpanmnackue CMU B cBOIO 04epeab 00BMHAIOT poccurickue CMMU B TeHAeHIIMO3HOCTH, AKM M II0ATacOBKax ¢pakTax BO BpeMs
BBIIIyCKOB HOBOCTEV, B XO4€e KOTOPBIX cOOOIIaeTcs HeIpoBepeHHas1 MH(OpManysi ¢ CCbLAKOV Ha HeHa3BaHHbIe ICTOYHVKM B
TOCyAapCTBEHHBIX OpraHax (BOpoc) 1AM Ha IIPUCTPACTHBIX OYeBUALIeB cOObITUI (cayx). B pesyabTaTe BemjaHue psiga KaHal10B
ObL20 3amipenteHO Ha TeppuTopyuy YKpanusbl. B Pocciy B aHaa0rmaHOM npakTiKe 00BMHMAM 3antagabie CMU 3a nx
npexJaeBpeMeHHble OOBMHEeHMsI 40 3aBepIIeHNsI CAeACTBUsI IO Aeay O cOMTOM MaaasuiickoM bomnre. Yacto B
nHG}OPMaLIMOHHBIX BOpOCax € YKpaMHCKOV CTOpOHBI 00BuHAACA AMutpuit Teimayk. Ero poccniickium anaaorom (1o Bepcun
YKpamHCKOM cToponsbl) ctaa Avurpmii Kuceaes. B madpopmanmonHsori BojiHe 3a YKpanHy yuacTBOBala ¥ OpuTaHCKas raseTa
Independent (;xypraanct Margareta Pagano), coo6mms 31 1roast ¢ CCbIAKOM Ha "MCTOYHMKHU" (sources) O IaaHax 1o
csepxenmo IlyrtuHa u Bo3spamennst Kppima Ykpanse. Takke B aBrycre Opuranckme XypHaanuctol (Guardian, Telegraph)
€cO00MIIaay O BTOP>XXEHMSIX PYCCKMX BOVICK Ha TEPPUTOPUIO YKpPaMHBI.

Poccmiickue CMMU Tak>xe OOBMHSIAM CBOMIX OIIIIOHEHTOB B MOCTaHOBOYHBIX ¢poTO (I'2e0 'apanny), paccanTaHHBIX Ha
MaKCVMaAbHbIVI 9MOIVIOHAAbHBIVI OTBET ay AUTOPUN
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CETELIEHTPUYECKWE BOVHBI




CETELIEHTPMYECKIE BOVHEI

Network Based Operations

“ satellite
Communication




KuGepHernueckast BOVIHa

Kub6epsoiina (anra. Cyber-warfare) — komnbioTepHOe
OpOTUBOCTOsIHNE B IIpocTpaHcTBe MInTepnera. Hanmpasaena nmpexae
BCero Ha AeCTabMaM3aIio KOMIIbIOTEPHBIX CMCTeM M 4OCTyIIa K
VHTEepPHEeTY TOCyAapCTBEHHBIX yIpeXXAeHui, (pMHAHCOBBIX 1 AeA0BBIX
IIeHTPOB 1 co3AaHue Oeciopsigka M Xaoca B XXM3HM CTpaH, KOTOpbIe
I104araloTcsl Ha MHTepHeT B II0BCeAHEeBHOM JKU3HIL.
MexrocyaapcTBeHHbIe OTHOIIEHMSI U IIOAUTIYeCKOe
IPOTUBOCTOsIHME YaCTO HAXOAUT IIPOAOAKeHMe B MHTepHeTe B BuAe
KMOepBOJHbI: BaHAaAM3Me, IIpollaratje, MImoHaxe u
HeIIoCpeACTBeHHBIX aTaKaX Ha KOMIIbIOTePHBIE CHMCTEeMbI M CepBephl.
Oano 13 onpeaeaeHNii TepMIHa 3ByYNT Tak: «,KuOepBoiHa” —
ucnoab3osanme VInrepHera u CBsI3aHHBIX C HUM TeXHOAOTMYECKUX U
MHQOPMaIMOHHBIX CPeACTB OAHMM I'OCy4apCTBOM C I1eAbI0
IPpUYMHEHNs Bpeja BOEHHOV, TeXHOAOIMYIeCKOV, 9KOHOMMYECKOJi,
NOANTIYIECKON 1 MHPOPMaIIIOHHOV 0e30I1aCHOCTU ¥ CyBepeHIUTeTy
apyroro rocyaapcrsa». Kak nmcaa skcrept 1o 6e3011acHOCTH
npasurteabcTBa CIIIA Pruapa Kaapk B cBoeii kanre «KnbepsBoiiHa»
(arra. CyberWarfare) (sbimaa B mae 2010 roga) «<knGepBoiiHa —
AeVICTBUSI OAHOTO HAaIMIOHAaAbHOTIO rOCyapCTBa C HPOHMKHOBEHMEM B
KOMIIbIOTEPbI AV CETU APYIOr0 HallMMIOHAABHOIO rOCyAapCcTBa AAsl
AOCTIVDKEeHMS ITeaell HaHeCeHMsI yiiep0a nan pa3pynieHms».
Amepukancknii )KypHaa The Economist onmcpiBaeT knGepBOiHY Kak
«IATYIO 004aCTh BOVIHBI, IIOCA€e 3€MAM, MOPsI, BO3gyXxa 1 KocMoca». O
Ba>XKHOCTV TOTOBHOCTMU K BeA€HMIO BOEHHBIX AeVICTBUIL B
KOepIpoCTpaHCTBe cBUAeTeaAbCcTBYeT pakT cozganms B CIIIA mjeaoro
BOVMHCKOIO moapasaeaenns — Kndepkomanaosanms CIITA.
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MU AKEBBIE BOVHBI

STl

. Abbott vows to
? ‘shirtfront’

170cm(57)

> i 2 Blackbeltin

. {‘ karate, 6th dan

7y s inJudo
S

i\ Hunting, fishing,

l\ skiing, flying

jets, Russian

N expansion

Prime Minister
of Australia

Age 56
Weight 90kg(est)
Height 180cm(51D)
Spedial Trained for the

skills seminary,
student boxing

Hobbies Swimming,
cycling,
stopping
boats

Putin

W 3HAM, KONYEHBIW, HA 3TOT PA3
PACCEPAMN Tbl MEHSA BCEPBES ™

B xokken urpaiot
HacToALME MY>XUYUHDI!

Tpyc He urpaet
B XOKKeW!

-2 KUBBIMU M

<Qorog wETA m OPAMES

bl HE CAAZIUMCSI

- 3arpaHuiia HaM MMOMOKET



MU AKEBBIE BOVHBI

BAAAUMMUP NYTUH

2014 r. - roAy B CTpaHe NpowAu 2013 r. - B pe3ynbTaTe onpocos
OaumMnuilckue u NapanuMnuickue urpbl, BbISICHUAOCD, 4TO CpeAHeCcTaTucTu4e-
Ha KOTOpbIX poccutickue cnopTCcMeHb! CKas aMepukaHcKas ceMbs 3apabaTbiBa-
CTanu AUAEPaMU B KOMaHAHbIX 3a4eTax. €T MeHblUe, YeM YeTBEPTL BeKa Ha3aA.




MHP®OPMALIMIOHHASI BOVMHA:
VBUAVN3ALIVMOHHBIV BEIBOP
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MeToab! BeaeHst MHPOPMAaLIMOHHbBIX BOVIH

Kak npasnao, MeTtogamy nmHGpOPManMOHHON BOHbBI
sIBASIETCS BOpOC Ae3snH(OopMany, an
npeacrasaeHne MHGOPMAaLI B BBITOAHOM AA4sI ceOst
Karode. /laHHbIe MeTOABI ITIO3BOASIOT MI3MEHSITh
OLIeHKY IIPOMCXOAsIIero HaceaeHyeM TeppUTOpumn
IIPOTUBHVIKA, Pa3BMBaTh IIOPa’keH4IeCcKoe
HaCcTpOeHue, 1, B IIepCreKTnBe, 00ecrednTb repexoy,
Ha CTOPOHY Beayliero MHQOpMallIOHHOe
BO3JelicTBMe. B KagecTBe mpuMepa MOXHO IIPUBECTH
«IIpeAecTHbIe IMCbMa», B KOTOpbIXx Crenan Pasun
IIpM3bIBaa BCeX UIYINX BOAV Ha CBOIO CTOPOHY,
BblgaBasi ce0sI 3a BOCCTAaHOBUTeAsI CIIPaBeAAVIBOCTH,
Oopna ¢ mpeaasmien aps MeCTHOM BaacTbio. C
IOsIBAeHNeM CpeACTB MacCOBOM MHPOpMaIn 1
OOINVIM ITOBBINIEHeM YPOBHS rpaMOTHOCTH B XX
BeKe BejeHure MH(pOPMaIMIOHHOM BOVIHBI CTaa0 Ooaee
3¢ PeKTUBHBIM. SIpKVIM IpYIMEpPOM M3MeHEeHNsI
OOIeCTBeHHOTO CO3HAHWS ABASETCA AesATeAbHOCTD
Moseda le66eanca, peiiXCMMHMCTPA HAPOAHOTO
IIpOCBeIeHNs ¥ IIpoIaraflAbl.




MeTtoabl Beaennsa MHGOPMaIVIOHHBIX BOVIH

Mb1 nobuBaemcs He npaBabl,
a adhcphekrTa.

i

EWS

f[Channell

Konopaackum XXyk - CBOE Ha3BaHue XYK
nony4mn B 1859 rogy nocne Toro, Kak
OnNyCTOLMN KapTogebHble NONA B WTaTe
Konopago CLUA.

[MpoaBuraAcb Ha BOCTOK MO Xoay
npeobnagarLmx B NETHME MeCALbI BETPOB,
K KOHUY 1940-x rogoB >XyK A4OCTUr rpaHuLy
CCCP. NepBble ero o4aru Ha TEPPUTOPUN
CCCP 6binu o6Hapy>keHbl BO JIbBOBCKOM
obnactn YkpauHbl B 1949 rogy

KTo nocne atoro konopagbl ?
http://ru.wikipedia.org/wiki/
Konopaackn_>yk



MeTtoabl Beaennsa MHGOPMaIVIOHHBIX BOVIH

/W/?/ﬂr A DATE W”” INCIE 5"4/” VndopmanimonHas BOVHa TaKxXXe II11a BO BpeMsI
IPY3MHO-OCETMHCKOTO KOH(panKTa B aBrycre 2008
< roaa.

T
g‘. Tak Mmxamna CaakamBsmuay moHavdaay 3asiBAsIA:

«Ha nawy meppumoputo 6mopzauco 6oree 80 moicau
cordam, 6bIA0 66edeHo Goree mpex movicsad eduHuUY,
Oponemexnuku u ewyé 0kK0A0 moicsiuu OpoHemamun
cmoAA0 Y Hawux zpanuy. Hawu meppumopuu
OOMOUAU HECKOABKO JecAmMKO8, a MOXem, U COmeH
camoremos, komopute cosepuuru 6oree 200 60esvix
ébiremos. Pearvio amo 6vira nonvimka
UCKOpeHeHUs U YHUHMOXKEeHUS Hauez0 Hapoda».

— Muxama Caakamsman

.
m JTO He COOTBETCTBOBAAO AelicTBuTeabHOCTH: FOXHas
. Ocetnst — 3 TBIC. AMYHOTO COCTaBa ¥ He MeHbIIIe
S t (l t e O f Ge 0 rgl( l 20 Tankos n 25 CAY, AGxa3ust — 5 ThIC. AMIHOTO
’ cocTaBa, KOHTUMHIeHT Poccum — 15 ThIC. AMIHOTO
cocTasa.



MeTtoabl Beaennsa MHGOPMaIVIOHHBIX BOVIH

The world of information warfare

Metwork “Denia -of-service™
shiffing Computer attacks
hacking

E avesdrop ping C omputer viruses, Worms,

logic hombs

Password
cracking ]
Electronic
weapons
Open source
intelligence
Information
Agent blockades
recrutment
Deception _
. Trojan horse
Perception
management programs
Data Hetwork or email
modification address spoofing

Hoax Social
emails engineering



MeTOa0AOTMISI BOVMTH HOBOTI'O THUIIA

dakTopsbl
CcnocobHOCTH
®, | _| Yrposbl v pucku:
besonacHocTb
CTpaHbl — 370 ee o | 1. Prefactum
CNocoBHOCTb / 2 | o
coxpaHsTb cebs —t BepositHocTb
cerogHs u Bcerga D, HeraTMBHOIO
BO3AENCTBUSA Ha CTpaHy
®, | «|Yrposbl u pucku:
Tepputopus . -
CtpaHa |—| HaponoHaceneHue |« ) ® 2. Postfactum
FocynpaBneHue 2
~|Ywep6 ot HacTynuBLwero
o8 HeraTuBHOroO
BO30EeNCTBUSA
YnpaesneHue A
Be3onacHoCTbH0:
CtpykTtypa
COCTOSIHMSA OBbekTa EOOF?'TH&BQ%EE%LGM
J_Po Mg \ YnpasneH4yeckuii
Teppuropus p € "Pe BospgeiicTeue Ha noaxon
=0 =Wl =0
HaceneH chakTopbl puckoB
Lo.,e . rec W yrpo3
Ynpasnexue Jr o pr
(ny6nuyHas BJ'IaCTbI: S 2 a B CospaHue hakTopoBs-
4 crnocobHocTen
bl M ;7
\-....____________________...--'" a
'\-..._________________,..--"
TemaTtnyeckas [loKTpUHa
CTPYKTypa

Puc. 1. dyHK1IMOHaNMbHOE I CHCTEMOOOpasymwllee IPOCTPAHCTBO 0€30IaCHOCTY CTPAHbI




MeTOa0AOTMISI BOVMTH HOBOTI'O THUIIA

NHdopmauna —

MOHUTOPUHT U
KOHTPOJ1b

O60pOHMTeﬂbHaﬂ
TEXHOJIOINA

HacTynartelribHaAd
TEXHOJ10TUA

CurnHan BOCMPUHUMAaEMBbI A MOTUBUPYHOLL WA
+ + +
+ + +
+ + +

MaTtpuua oencTeuim rocygapcrea
Puc. 2. CTpykrypa mHGOPMALIMOHHOTO BO3[eICTBIA




MeTOa0AOTMISI BOVMTH HOBOTI'O THUIIA

[MpOTMBHMK
rd
‘// ObbekT
nopaxeHus (| Llenu nopaxeHuns: O6bekT nopaxeHus Ne 3
\ Ne 1: 1. 2KusHb (gemorpadous) MaTepuarnbHble 0OBbEKTbI
xueas cmnaj| 2. PyHKUNOHaNbHbIN N UHppacTpyKTypa:
CTpaHbl noteHuunan (UPYIT) - pHaHCBI
3. MoTuBauus - MPOU3BOACTBO
noBeaeHUs U OENCTBUN —pl AlK
(LeHHoCTH, ngeonorusa) - TpaHcnopT
- BINK n obopoHa
) - NonuUTUYecKasa cuctema
OFLerT Llenv nopaxeHus: / - nons
nopaXeHus npodeccuoHanmam,
Ne 2: naTtproTnam, Lienn nopaxeHwus: reononMtnyeckas
anuTa NOPAAOCHHOCTD cybbekTHOCTb Poccum

Puc. 3. O0beKThI NH(

HhOPMALIMOHHOTO TIOPaYKeHM S




AKTOPBI MTH®OPMAIIMMOHHEBIX BOVH

3-a MupoBas yxxe nger...
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channel ctxonews e
CnaBssiHCKas
Bapaowuns

DEMOTIVATORS.RU

U Tbl VXKE B HEW YYACTBVELLDb.

BONpoC B TOM, HA yben CTOpPOHEe...




MecTO 1 pOab CpeaCcTB MacCOBOM
nH@OpMaMM B BOVIHE HOBOI'O THIIA




MecTO 1 poab cpeacTB MacCOBOM
nHdopMaLMy B BOMTHe HOBOIO THUIIA
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Bce nu Bawuv MbICIU
Ha CaMOM aene Bawu?



MH®OPMALIVIOHHBIE BOHHI:
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AKTUBHAY KOHTPIIPOITATAHAA
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AKTUBHAY KOHTPIIPOITATAHAA

LLIE HE BMEP3J1A, YKPAIHA?

baHaepnor Ha npegorviare




AKTUBHAY KOHTPIIPOITATAHAA

Enet B Kne Ha gonpoc

Fishki.net



AKTUBHAY KOHTPIIPOITATAHAA

NMoaapky NYCCKUX Lapew, \
1654-1917 1. &
\ i 4 ] ‘
Boramcran oba. '. ) Yepturoacuan oba
: ; = ' : ggcwzﬂ Nopapok NNeHWHa,
o OPSEACKER ON. | pmowsposas | KMEB ;
= o O ¢ 3 - Aa 1922r.
& &..“f’.‘:fg»a’i‘_“ Kneacsas Nanrasc<az ofin. - .
g Te‘orom X_:ir; . - obn. iz Xapswoscxas obn. | %
) cxam obin. ofn. <oy 4 Nyracxas ofin. g
X . i
‘=
B“WJ"&Q ofin. - ‘ z
-
= foneusaa ofin §

Onecoxan obn.

Nopapku Cranuua,
1939, 1945 1.

' " Mopapor lumuena.
- 1954 r.




AKTUBHAY KOHTPIIPOITATAHAA




Kaxk He cTaTh XXepTBON
MHQPOPMAaLIIOHHOV BOMHBI?

oECTb TOAbKO OAHO NAEAABHOE ITPOTNBOJANE — no4Ty NOAHOCTBIO M30AMPOBATh
ce0s1 or CMI. Ho B mocTuHAyCTpMaabHOM OOIIeCTBE 9TO BO3MOXKHO TOABKO B TOM CAy4ae,
ecay BBl CTaHeTe OTIIeAbHUKOM. TeM, KTO He TOTOB K TaKOW pagVKaabHOM Mepe, IPUTOASITCSA
HeCKOAbKO COBEeTOB, KOTOPbI€e ITO3BOAAT CIrAaAUTh BAMsIHNE Ae3MH(OpMan ¥ NpoIaraHabl
AO MUHVIMYyMa:

aCTapaﬂTer YnTaThb, a HE CAyIIaTb 1411 CMOTPETb. KOI‘Aa qeA0BeK unuTaeT, OH MBbICANT
KputnaHee, 11 €ro He TaK IIPOCTO BBECTU B 3&611Y)KA€HI/IE.

elloMHMTe IPpMEMBI MAaHUITY AVIPOBaHMsI M II0OAMeYariTe X B KM3HM. Kak roBOpmnaoCh BhIIIIe,
ecay Bbl OOHapy>XN1Ay MaHUILy AMpOBaHIe, TO OHO y>Ke He cpaboTaa0 Ha Bac.

eHe aosepsiiTe Oe3yca0BHO HU OAHOMY MCTOYHMKY. Ecam BbI M30eXaay mporiarainabl O4HOM
CTOPOHBI, TO He 3HaUMT, UYTO BbI He CTaHeTe )XepTBOM IpoNnaraHabl APYyroi CTOPOHBI: BO
BpeMsI BOVIHBI BPYT BCe.

oTAKJKE IIOMHUTE, UTO UH®OPMAILIMOHHBIE BOMHBI BEAYTCSI IIODTAIIHO.
IToaaep>XxmBaTh BICOKMIL IPajgyC HalIpsDKeHNsI 40ATO He MOAyYaeTcs, a IOTOMY B caMble
HaIpsKEHHbIe MOMEHTBI BOVIH Pa3yMHO yCTpamuBaTh ceOe MH(POPMAIMIOHHYIO AMETY.
Hampumep, yexaTb B OTIIyCK VAN 3aCeCTh 3a KaKOM-HNOYAb cepyaa MAu KHUTY.
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